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�ϡΎϧ�ϪϟΎϘϣ  :Ύϫ�ϲδϛϭή̡ 

 
�ΪϨϛ�ϩΩΎϔΘγ΍�ϲδϛϭή̡�ί΍�ήϜϫ�Ϛϳ�ΪϳΎΑ�΍ή̩�ϻϮλ΍: 

1- Send Email Without Showing IP Number 
2- Surf Without Trace 
3- Spoofing Attack  
4- Inter To Black List 
 

˺- �ϥΩΎΘγήϓ�ΖϬΟ�ϲδϛϭή̡�ί΍�εϮϫΎΑ�ήϜϫ�ϚϳFakeMail�ΪϨϛ�ϲϣ�ϩΩΎϔΘγ΍�ϲϧΎΑήϗ�ϪΑ� .�΍ή̩
Ϊϴϔγ�ϩϼϛ�ήϜϫ�Ϛϳ�ΎϤη�ΪϳΎη�ΏϮΧ�ˮϞϴϤϳ΍)�ϥ΍ΪΟϭ�ΎΑ (�Ϊϴϫ΍ϮΧ�ϲϣ�ϞϴϤϳ΍�ϩ΍έ�ί΍�ϭ�ΪϴηΎΑ

�ϲγΪϨϬϣ�ϱΎϬηϭέ�ΎΑ�Ύϳ�ϭ�ΪϴϨϛ�ϊϠτϣ�ζϤΘδϴγ�έΩ�ϱήϳά̡�ΐϴγ΁�ΩϮΟϭ�ί΍�΍έ�ΖϳΎγ�ΐΣΎλ
�ϲϋΎϤΘΟ΍(SE)ΪϴϨϛ�ϩΩΎϔΘγ΍�ϪϜΒη�ϥΎϨϛέΎϛ�ί΍�Ϊϴϔϣ�ΕΎϋϼσ΍�ϦΘϓή̳�ϱ΍ήΑ�ϲϠόΟ�ϪϣΎϧ�ί΍� .�ί΍�Ύϳ�ϭ

�έϭήγ�Ϟϴϣ�έΩ�ΩϮΟϮϣ�ϱήϳά̡�ΐϴγ΁ )�ϩΎΗϮϛ�΢ϴοϮΗ�Ϛϳ :�ήϫ�ϪΑ�ρϮΑήϣ�ϱήϳά̡�ΐϴγ΁�έϭήγ�Ϟϴϣ
�ϱΎϫέϭήγ�Ϟϴϣ�έΩ�ϝΎΜϣ�ϥ΍ϮϨϋ�ϪΑ�Ωέ΍Ω�΍έ�ΩϮΧImail ϭ�MDaemon�ΎΑ�ήϓΎΑ�ϱΰϳέήγ�εέ΍ΰ̳�

�ϥ΁�ϥϭέΩ�έΩ�ΖϳϮϠ̢δϛ΍�Ϊϛ�ΎΑ�ϪϣΎϧ�ϱΩ΍ΪόΗ�ϥΩΎΘγήϓ�ˬ�έϭήγ�Ϟϴϣ�Ύϳ�ϭESMTP) �ϥϮΟ�ϲϠϴΑ�ϪϟΎϣ (
�Ϊϛ�ϥΩήϛ�Ωέ΍ϭ�έΩmailto:yekasi@simorgh-ev.com �ϩΩϮΑ�αΎδΣ�ˬϱέϮσ�ϪΑ�ϪϣΎϧ�έΩ�ϥ΍ϮΘϴϣ�Ϫϛ�

�ΕέΎΒϋ�ϦΘηϮϧ�ί΍�ΪόΑmailto:�ϲΗΪϣ�ί΍�ΪόΑ�έϭΩ�ϩ΍έ�ί΍�ϢΘδϴγ�ϪΑ�ΎΗ�ϢϴϨϛ�Ωέ΍ϭ�ϲΑήΨϣ�Ϊϛ��
ϢϴϨϛ�΍Ϊϴ̡�ϲγήΘγΩ .�έΩ�Ύϳ�ϭBanking Scam�Ζγ΍�ϲϜϧΎΑ�έΎϛΩϮΧ�ϥΎγέ�ϡΎϐϴ̡�ϪΑ�ρϮΑήϣ�Ϫϛ� )�ϪΑ

ϪΑ ( !�ϪΑ�Ϫϛ�ΩϮθϴϣ�ΖΒΛ�ΎΘϜϳ�ϩέΎϤη�ϱήγ�ϚϳGSA IDέ΍�ΦϳέΎΗ�ΎΑ�Ϫϛ�Ζγ΍�ϑϭήόϣ��ρΎΒΗέ΍�ϝΎγ
�Ωέ΍Ω .ϝΎΜϣ�Ϛϳ: 

 
 

To verify your e-mail address and access your bank account, 
click on the link below. If nothing happens when you click on the 
link (or if you use AOL)K, copy and paste the link into 
the address bar of your web browser. 
 
http://www.citibank.com:ac=pi Uq3027qc Hw003nf uJ 2@sd96V.pIsEm.NeT/3/?3X
6CMW2I 2uPOVQW 
 
y--------------------------------------------- 
           Thank you for using Citibank! 
C--------------------------------------------- 
 
This automatic email sent to: e- r es pons e@s ec ur es c i enc e. net  
Do not reply to this email. 
 

469cbJT54mkdC1115ulG: R_CODE 
 

�ϡΎϐϴ̡�Ϛϳ�ί΍�ϲΘϤδϗ�Ϧϳ΍GSA �Ζγ΍�ϡίϻ�ήϜϫ�Ϛϳ�ϱ΍ήΑ�ςΧ�ϦϳήΧ΁�Ϫϛ�ΩϮΑ� )�ϩϮϴη�Ϧϳ΍�ϞϣΎϛ�΢ϴοϮΗ
�Ω΍Ω�Ϣϫ΍ϮΧ�΍έ .(�ϝΎγέ΍�Ϛϳ�ϩΰϴ̴ϧ΍�ί΍�ϲϳΎϫ�ϝΎΜϣ�Ϣϫ�ΎϨϳ΍�ΏϮΧFakeMail  

�ϦϳΩήϛ�ήϜϓ��ˮ�Ϫϴ΋ΎγΎϨη�ϞΑΎϗ�ϢϳΩ΍Ω�Ϫ̴ϳΩ�κΨη�Ϫϳ�Ϣγ΍�ϪΑ�ϭέ�ϩΪϨΘγήϓ�Ϫϛ�Ϣϫ�ϲΒϠϘΗ�ϪϣΎϧ�Ϫ̴ϣ�ΏϮΧ
ϜΒη�ϲΘϴϨϣ΍�ήϳΪϣ�ϱΩ�ϲϣ�ϢϠϛ�ϱέ΍Ω�ζϬΑ�Ϫϛ�ϩΰΑ�ϪJ . �ϪΑ�ϥΩήϛ�ϩΎ̴ϧ�ΎΑ�Ϊϧ΍ϮΗ�ϲϣ�εϮϫΎΑ�Ωήϓ�Ϛϳ

�ί΍�ϪϣΎϧ�έΪϫ�ΕΎϳϮΘΤϣIP �ΩΩή̳�ϊϠτϣ�ϩΪϨΘγήϓ�ϲόϗ΍ϭ��ˬ�Ωήϛ�ϩΩΎϔΘγ΍�ϲδϛϭή̡�ί΍�ςϳ΍ήη�Ϧϳ΍�έΩ�ΪϳΎΑ�β̡
ΩέϮΨΑ�΍έ�ϢϠϛ�ϭ΍�ΎΗ ! 

˻- �έΩ�ΎΗ�Ζγ΍�ϪϜΒη�ϪΑ�ίΎΠϣ�ήϴϏ�Ωϭέϭ�ϡΎ̴Ϩϫ�ήϜϫ�Ϛϳ�ϱ΍ήΑ�ϲδϛϭή̡�ΩήΑέΎϛ�ϦϳήΘθϴΑ�ζϳϮ̡�ϡΎ̴Ϩϫ
�ϲγήΘγΩ�ϭIP �ςγϮΗ�ϭ΍�IDSήη�ί΍�ϭ�ΩϮθϧ�ΖΒΛ�Sys LogΪϧΎϤΑ�ϥΎϣ΍�έΩ�Ύϫ� !�ϪϜΒη�ΖϳΎϬϧ�έΩ�ϭ

�ΪϨϛ�ϙήΗ�ϲόϗ΍ϭ�ϱΎ̡Ωέ�ϥϭΪΑ�΍έ ) .εϮϫΎΑ�ήϜϫ�Ϛϳ�Ϫϛ�Ϣ̴Α�ϪΘϜϧ�Ϫϳ !�ΎΑ�ϩέ΍Ϊϧ�ΖγϭΩ�Ζϗϭ�̨ϴϫ
ϩέ΍Ω�αϼϛ�Ζϓ΍�ε΍ήΑ�ϥϮ̩�ϪΘϓΎϴΑ�ήϴ̳�Ύ̡Ωέ�ϥΩΎΘϓ΍�ήϴ̳�ˬϨϛ�ϲόγ�ϲϧ΍ήϳ΍�ϱΎϫ�ήϜϫ�ΎϤη�β̡�Ϧϴ

�Ϧϳέ΍Ω�Ϫ̴ϧ�ΩϮΧ�έ΍ϮϠη�Ϫ̩Ύ̡�ΕήδΣ�έΩ�΍έ�ϲϣΎψΘϧ΍�ϱϭήϴϧ�ϭ�ϦϴθΑ�ϑϭήόϣ�ϱή̴ϳΩ�ϩ΍έ�ί΍J.  
˼- �ΚΤΒϣSpoofing�ϢϨϛ�νήϋ�ΪϳΎΑ�Ύϣ�αέΩ�ΎΑ�ρΎΒΗέ΍�έΩ�Ύϣ΍�Ζγ΍�ϲϤϴΠΣ�ϭ�̱έΰΑ�ΚΤΒϣ�Ύόϗ΍ϭ�

�ϥ΁�έΪϫ�έΩ�Ϫϛ�Ϧϣ΍�ϱΎϫ�ΖϜ̡�ϥΩΎΘγήϓ�ί΍�βϳϭήγ�ΐϳάϜΗ�ΕϼϤΣ�έΩ�ήϜϫ IP�ϲϣ�ΰϴϧ�ϩΪϨΘγήϓ�
ΪηΎΑ ϣ�ϩΩΎϔΘγ΍�ςγϮΗ�ϥ΁�ϲ΋ΎγΎϨη�ΕέϮλ�έΩ�Ϫϛ�ΪϨϜϴIDS �ΩϮη�ϲϣ�ϪϛϮϠΑ��ˬ�ϚϴϨϜΗ�ΎΑ�ϩ΍ήϤϫ

mailto:��
http://www.citibank.com:ac=piUq3027qcHw003nfuJ2
mailto:@sd96V.pIsEm.NeT/3/?3X
mailto:e-response@securescience.net


ϱΎϫ Spoofing�ΕέϮλ�ϪΑ�ϲδϛϭή̡�ϱήδϜϳ�ί΍�ΪϳΎΑ�MultiBand�ϲ΋ΎγΎϨη�ϞϤϋ�ΎΗ�Ωήϛ�ϩΩΎϔΘγ΍�
�ϱ΍ήΑIDSΩϮη�ϞϜθϣ� ).�ϡΩ�ϲϣ�΢ϴοϮΗ�ϪϧΎ̳΍ΪΟ�είϮϣ΁�Ϛϳ�έΩ( 

˽- Ϊϳέ΍Ω�έΎϛ�Ϣϫ�ϩΎϴγ�Ζδϴϟ�ΎΑ�Ϫϛ�ϢϴϨϴΑ�ϲϣ�ϩϭ΍�ˬΐχ΍Ϯϣ�ϲϠϴΧ�β̡�ΪϴηΎΑ�ϥϮΗΩϮΧ� )  !!!�ϲ̩
�ˮϪϴ̩�ϩΎϴγ�Ζδϴϟ�ΪϨ̳�ϲϣ�Ϫϛ�ϡϮϨη�ϲϣ�ϲϳΎϫ�ϪϣΰϣίWoow...   

�ˮΖδϴ̩�ϩΎϴγ�Ζδϴϟ-�ϥΎΘγΩ�ϦϳήΗ�ΪϨϤΗέΪϗ�ςγϮΗ�ϩΪη�ΖψϓΎΤϣ�ϕϮϓ�ϱΎϫέϭήγ�ί΍�ϲΘδϴϟ���
ΎϴϧΩ ) !�ϻ�ϻ�ϱήΑ�ϪθϴϤϫ�ϱ΍ήΑ�ϲΘγ΍ϮΧ�Ϫ̳΍..z..z .�Ϧϣ�ϱέϮΨΑ�Ϛηέί�Ώ΁�ϝ΍έΪϓ�ϥ΍Ϊϧί�ϮΗ�ήϤϋ�ϡΎϤΗ�Ύϳ

ϭήγ�Ϧϳ΍�Ϛϫ�ϢϨϛ�ϲϣ�ΩΎϬϨθϴ̡�ϥϮΘϬΑ�ϭέ�Ύϫ�έ. 
�ˮΩϮη�ϲϣ�ΖψϓΎΤϣ�Ύϫέϭήγ�ί΍�΍ή̩-�ΕϼϤΣ�ί΍�β̡�Ϫϛ�ΪϨΘδϫ�ϲϳΎϫ�ϢΘδϴγ�ΎϬϨΗ�Ύϫέϭήγ�Ϧϳ΍��

�ΩϭΪΣ�ϭ�ΪϧΪη�ΖϳϮϘΗ�ήΒϳΎγ̂˻ %�ϲϣ�ϱέ΍ΪϬ̴ϧ�Ϟϛ΍έϭ΍�ϱΎϫ�ϩΩ΍Ω�ϩΎ̴ϳΎ̡�έΩ�΍έ�ϪϧΎϣήΤϣ�ϕϮϓ�ΕΎϋϼσ΍
�ϥΎΘδϠ̴ϧ΍�ϲΘϨτϠγ�ϱ΍έϮη�ϭ�ΎϜϳήϣ΁�ϩή̴Ϩϛ�ςγϮΗ�ϪϟΎγ�ήϫ�ϭ�ΪϨϨϛ�ϪΟΩϮᾺ˹�έΎϨϛ�ϱέϻΩ�ϥϮϴϠϴϣ�

�ΩϮη�ϲϣ�ϪΘη΍ά̳ )ΖψϓΎΤϣ�ϱ΍ήΑ�ςϘϓ ( !�ϝΎγ�Ϫϧ΍ή̳Ύθϓ΍�ϲΘδϳέϭήΗ�ϪΛΩΎΣ�ΎΗ˺̂̂˽�έ΍ήϜΗ�ή̴ϳΩ�
ΩϮθϧ. 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

�Ϫ̴ϳΩ�έϮσ�Ϫϳ�ΪϳήΑ�ϪΘΨγ�ϥϮΗ΍ήΑ�Ϫ̳΍�ϭ�ΪϴϨϜϧ�Ϣϫ�ϦϜγ΍�ΕέϮ̡�ϲΘΣ�ϱέϮτϨϴϤϫ�ϢϨϛ�ϲϣ�ϪϴλϮΗ�Ϧϣ
�ΪϴθΑ�ϑϭήόϣ�ˬΗΎϧ�ϱΎϫέϭήγ�ϪΑ�ΫϮϔϧ�ΎΑ�ϼΜϣϮ ! 

�ϲϣ�ΎϤη�ϦΘΧ΍Ϊϧ΍�ϡ΍Ω�ϪΑ�ήψΘϨϣ�ϩΎϴγ�Ζδϴϟ�έΩ�ϲΘϴϨϣ΍�ϥΎγΪϨϬϣ�ϭ�ΎϫήϜϫ�ϦϳήΗ�ϪΘδΟήΑ�ϭ�ϦϳήΘϬΑ
ή̴ϣ�ΪϧήΗϮϠΟ�ΎϤη�ί΍�ϪϠ̡�Ϛϳ�ϪθϴϤϫ�ϭ�ΪϨηΎΑ  !�ί΍�Ύϧϭ΍�ϢϧϭΪϴϣ�ϥϮ̩�Ϧϣ�Ϫϛ�ϪϜΒη�ϝ΍ϭήϳΎϓ�ήΑ�ΎϤη�ςϠδΗ

ϛ�ϱΪΣ�ΎΗ�ΩϮΑ�Ϊϫ΍ϮΧ�ίΎγ�ϞϜθϣ�ϥϮΗ΍ήΑ�ΪϨϨϛ�ϲϤϧ�ϩΩΎϔΘγ΍�ϝϮϤόϣ�ϱΎϫ�ϝ΍ϭήϳΎϓ�ΖϴλΎΧ�ϱΎΠΑ�Ϧϣ�Ϫ
Ϣ̴ϴϣ�̱ήϣ�έ΍ϮϳΩ�ϥϮθϬΑ�ζΗ΁�έ΍ϮϳΩ.  

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

�ϪϜΒη�ί΍�Ύϫ�ϝ΍ϭήϳΎϓ�Ϧϳ΍�ΎΑ�ήΘθϴΑ�ϥΪη�ΎϨη΁�ϱ΍ήΑCyberTerroristen �ΪϴϨϛ�ϥΪϳΩ .�ω΍Ϯϧ΍�ί΍�ϩΩΎϔΘγ΍�β̡
�ϲϣ�ήΧ΁�έΩ�ΰϴϧ�ϲδϴϠ̴ϧ΍�΢ϴοϮΗ�Ϫϳ�ΩϮη�ϲϣ�ΏϮδΤϣ�ΕΎΒΟ΍ϭ�ϭΰΟ�Ζδϴϟ�Ϧϳ΍�ϪΑ�ΫϮϔϧ�ϱ΍ήΑ�ϲδϛϭή̡

ϴΑ�αϼϛ�ϱ΍ήΑ�ϡέΎϳ�ΪϨΘδϴϧ�ΪϠΑ�ϲγέΎϓ�Ϫϛ�ϲΘΨΑΪΑ�ϱΎϫήϜϫ�ϭ�ΎϤη�ϪΑ�ήΘθ;)   Ζδϴϟ�ΩϮΧ�Ύϣ΍�ϭ: 
 

 

 



�ΪϴϨϜϧ�ύϮϠη�ΩΎϳί�ϭέ�ϪϧΎϣήΤϣ�Ζδϴϟ�Ϧϳ΍�ζϫ΍ϮΧ�Ϫϳ�ςϘϓ�Ύϫ�Ϫ̪Α )�ϥϮηί΍�ϥ΍ϮΧ�ϲϣ�Ϫϛ�ϲϳΎϧϭ΍�Ϊϳέ΍ΰΑ
ϪϧϮϤΑ�ΖΑΎΛ�Ύϫ�αέΩ΁�ϭ�Ϧθϧ�ϞϜθϣ�έΎ̩Ω�ΪϨϨϛ�ϩΩΎϔΘγ΍(! 

ϜθΗή... 
 

 
 
 

207.60-61.*.* : FBI Linux servers used to trap scanners 
.6.*.*.* : Army Information Systems Center  

21.*.*.* : US Defense Information Systems Agency 
6.*.*.* : Army Information Systems Center  
21.*.*.* : US Defense Information Systems Agency  
22.*.*.* : Defense Information Systems Agency  
26.*.*.* : Defense Information Systems Agency  
29.*.*.* : Defense Information Systems Agency  
30.*.*.* : Defense Information Systems Agency  
49.*.*.* : Joint Tactical Command  
50.*.*.* : Joint Tactical Command  
55.*.*.* : Army National Guard Bureau  
22.*.*.* : Defense Information Systems Agency  
26.*.*.* : Defense Information Systems Agency  
29.*.*.* : Defense Information Systems Agency  
30.*.*.* : Defense Information Systems Agency  
49.*.*.* : Joint Tactical Command  
50.*.*.* : Joint Tactical Command  
55.*.*.* : Army National Guard Bureau  
62.0-30.*.* :  
64.224.*.* : 
64.225.*.* : 
64.226.*.* : 
195.10.* : 
205.96-103.* : 
207.30-120.* : 
207.60-61.* : 
209.35.*.* : 
216.25.* : REAL DANGEROUS  
216.247.* : REAL DANGEROUS  
217.6.*.* : 
155.7.*.* : American Forces Information (NET-AFISHQ-NET1)  
155.8.*.* : U.S. ArmyFort Gordon (NET-GORDON-NET5)  
155.9.*.* : United States Army Information Systems Command (NET-LWOOD-
NET2)  
155.74.*.* : PEO STAMIS (NET-CEAP2)  
155.75.*.* : US Army Corps of Engineers (NET-CEAP3)  
155.76.*.* : PEO STAMIS (NET-CEAP4)  
155.77.*.* : PEO STAMIS (NET-CEAP5)  



155.78.*.* : PEO STAMIS (NET-CEAP6)  
155.79.*.* : US Army Corps of Engineers (NET-CEAP7)  
155.80.*.* : PEO STAMIS (NET-CEAP  
155.81.*.* : PEO STAMIS (NET-CEAP9)  
155.82.*.* : PEO STAMIS (NET-CEAP10)  
155.83.*.* : US Army Corps of Enginers (NET-CEAP11)  
155.84.*.* : PEO STAMIS (NET-CEAP12)  
155.85.*.* : PEO STAMIS (NET-CEAP13)  
155.86.*.* : US Army Corps of Engineers (NET-CEAP14)  
155.87.*.* : PEO STAMIS (NET-CEAP15)  
155.88.*.* : PEO STAMIS (NET-CEAP16)  
155.178.*.* : Federal Aviation Administration (NET-FAA)  
155.213.*.* : USAISC Fort Benning (NET-FTBENNNET3  
155.214.*.* : Director of Information Management (NET-CARSON-TCACC )  
155.215.*.* : USAISC-FT DRUM (NET-DRUM-TCACCIS)  
155.216.*.* : TCACCIS Project Management Office (NET-FTDIX-TCACCI)  
155.217.*.* : Directorate of Information Management (NET- EUSTIS-EMH1)  
155.218.*.* : USAISC (NET-WVA-EMH2)  
155.219.*.* : DOIM/USAISC Fort Sill (NET-SILL-TCACCIS)  
155.220.*.* : USAISC-DOIM (NET-FTKNOX-NET4)  
155.221.*.* : USAISC-Ft Ord (NET-FTORD-NET2)  
128.47.*.* : Army Communications Electronics Command (NET-TACTNET)  
128.50.*.* : Department of Defense (NET-COINS)  
128.51.*.* : Department of Defense (NET-COINSTNET)  
128.56.*.* : U.S. Naval Academy (NET-USNA-NET)  
128.63.*.* : Army Ballistics Research Laboratory (NET-BRL-SUBNET)  
128.80.*.* : Army Communications Electronics Command (CECOM) (NET-
CECOMNET)  
128.98.*.* : Defence Evaluation and Research Agency (NET-DERA-UK)  
128.154.*.* : NASA Wallops Flight Facility (NET-WFF-NET)  
128.155.*.* : NASA Langley Research Center (NET-LARC-NET)  
128.156.*.* : NASA Lewis Network Control Center (NET- LERC)  
128.157.*.* : NASA Johnson Space Center (NET-JSC-NET)  
128.158.*.* : NASA Ames Research Center (NET-MSFC-NET)  
128.159.*.* : NASA Ames Research Center (NET-KSC-NET)  
128.160.*.* : Naval Research Laboratory (NET- SSCNET)  
128.161.*.* : NASA Ames Research Center (NET-NSN-NET)  
128.183.*.* : NASA Goddard Space Flight Center (NET-GSFC)  
128.216.*.* : MacDill Air Force Base (NET-CC-PRNET)  
128.217.*.* : NASA Kennedy Space Center (NET-NASA-KSC-OIS)  
128.236.*.* : U.S. Air Force Academy (NET-USAFA-NET  

 
 

FBI's honeypot  
 

HoneyNet Project 
http://project.honeynet.org/ 
Know your Ennemy : HoneyNets 
http://project.honeynet.org/papers/honeynet/ 
SANS IDS FAQ : What is Honeypot ? 

http://project.honeynet.org/
http://project.honeynet.org/papers/honeynet/


http://www.sans.org/newlook/resources/IDFAQ/honeypot3.htm 
Honey Pots and Intrusion Detection 
http://www.sans.org/infosecFAQ/intrusion/honeypots.htm 
The Deception Toolkit 
http://www.all.net/dtk/index.html 
An Explanation of Computer Forensic 
http://www.computerforensics.net/forensics.htm 
Computer Forensics &#8211; An Overview 
http://www.sans.org/infosecFAQ/incident/forensics.htm 
The Forensic Challenge 
http://project.honeynet.org/challenge/ 
Forensic Computer Analysis - An Introduction 
http://www.ddj.com/articles/2000/0009/0009f/0009f.htm 
The Coroner Toolkit 
http://www.fish.com/tct/ 

 
 

207.60.*.* : (FBI's honeypot)  The Internet Access Company (NETBLK-TIAC-
BLK)  
207.60.2.128 - 207.60.2.255 Abacus Technology (NETBLK-TIAC-ABACUSTC)  
64.224.* : (FBI's honeypot) 
64.225.* : (FBI's honeypot) 
64.226.* : (FBI's honeypot) 
195.10.* : (FBI's honeypot) 
205.96-103.* : (FBI's honeypot)  
207.30-120.* : (FBI's honeypot) 
207.60-61.* : (FBI's honeypot) 
209.35.* : (FBI's honeypot)  
216.25.* : (FBI's honeypot)  
216.247.* : (FBI's honeypot)  
212.159.40.211 : (FBI's honeypot) 
212.159.41.173 : (FBI's honeypot)  
212.159.0.2 : (FBI's honeypot)  
212.159.1.1 : (FBI's honeypot)  
212.159.1.4 : (FBI's honeypot)  
212.159.1.5 : (FBI's honeypot)  
212.56.107.22 : (FBI's honeypot)  
212.159.0.2 : (FBI's honeypot)  
212.159.33.56 : (FBI's honeypot)  
212.56.107.22 : (FBI's honeypot)  
139.142.*.* : 139.142.153.23 : Front end portal of a security network filtering 
hundreds of client subscription IPs. If you find a vulnerable pub, IIS, SQL, or 

*nix -- LEAVE IT ALONE ϲϠϋ�Ύϳ�ϩέ΍Ω�ΎϋΩ΍�ϲϛ�ήϫ! 
 

 
 

WARNING: Replicon's security team is working close with federal/state and 
corporate law enforcement. They will let you scan, tag, fill, or overtake the 
entire system. But you really have no control. They are monitoring you, 

http://www.sans.org/newlook/resources/IDFAQ/honeypot3.htm
http://www.sans.org/infosecFAQ/intrusion/honeypots.htm
http://www.all.net/dtk/index.html
http://www.computerforensics.net/forensics.htm
http://www.sans.org/infosecFAQ/incident/forensics.htm
http://project.honeynet.org/challenge/
http://www.ddj.com/articles/2000/0009/0009f/0009f.htm
http://www.fish.com/tct/


accepting your every move while they profile you. Your dumbass is on Candid 
Camera. (The *nix box that you 'overtake' is actually a guided security 
emulator that runs on NT...) Let 'em record you ploppin' the newest, 
unrealeased version of Photoshop, Windows, Lightwave. Max, Maya, Cosmo, or 

others and you�ϲϳΎγΎϨη�ϞΑΎϗ�ΎϬϧ΁�ϱϮγ�ί΍�ΪϳΩήϛ�ή̡�΍έ�ϥ΁�ϡΎϧ�ΖΒΛ�ϡήϓ�Ϫϛ�ϱ΍�ϪϣΎϧήΑ�ήϫ
�Ζγ΍ )�ςϘϓ�β̡IPΖδϴϧ�ϲϓΎϛ�ΎϤη�! (as well as everyone else involved in the 

operation - from Scanner to Downloader) will be 'profiled' for a very unhappy 
future...  

 
̩�Ϣϴϫ΍ϮΧ�ϲϣ�ϱΪόΑ�ϪϠΣήϣ�έΩ�ϢϳΪΑ�είϮϣ΁�ϭέ�ϲδϛϭή̡�ί΍�ϩΩΎϔΘγ΍�ϲ̴ϧϮ̴. 

 
 

ϪϠϤΟ�ί΍�Ωήϛ�ϩΩΎϔΘγ΍�ϲδϛϭή̡�ί΍�ϥ΍ϮΗ�ϲϣ�Ϫϛ�ΪηΎΑ�ϲϣ�ϱΩΎϳί�ϱΎϬηϭέ: 
˺- Ύϫέϭήγ�Ζδϴϟ�ί΍�ϩΩΎϔΘγ΍ 
˻- �ϪϠϴγϮΑWingate 
˼- �ϪϠϴγϮΑMultiTunnel 
˽- ϱΩήΑέΎϛ�ϱΎϫ�ϪϣΎϧήΑ 
˾- Ϧϳϼϧ΁�ΕΎϣΪΧ 
�ϭ............ 
 

γ�ΖϧήΘϨϳ΍�ΎΑ�ςΒΗήϣ�ϱΎϫ�ϪϣΎϧήΑ�ΎΑ�Ύϣ�ϝϭ΍�εϭέ�έΩ�ΕέϮ̡�ϭ�έϭήγ�ϲδϛϭή̡�ϪΑ�ίΎϴϧ�Ϫϛ�Ϣϳέ΍Ω�έΎϛϭή
�ϢϳέϭΎϴΑ�ΖγΪΑ�΍έ�ΎϬϧ΁�ΪϳΎΑ�΍ΪΘΑ΍�β̡�Ϊϧέ΍Ω .�ΕέϮλ�ϪΑ�Ύϳ�έϭήγ�αέΩ΁�ϚϳIP�Ύϳ�ϭ�URL�Ϫϛ�ΪηΎΑ�ϲϣ�

ΪϴϨϴΑ�ϲϣ�ϭΩ�Ϧϳ΍�ήϳί�ϝΎΜϣ�έΩ: 
IP:                    205.34.160.4 
URL:                pad203108167075.ozemail.com.au 

 
ϫ�ΎΑ�ϪϛΪϨΘδϫ�ΎϬϨϳ΍�ϻϮϤόϣ�Ϫϛ�ΎϬϧ΁�ϱ΍ήΑ�ΕέϮ̡�Ϛϳ�ϭ�Ϊϧέ΍Ϊϧ�ϲΗϭΎϔΗ�Ϣ :  

����������������������������������«�� 
�Ζγ΍�ϱέΎϴΘΧ΍�ϼϣΎϛ�Ϫϛ�Ω΍Ω�έ΍ήϗ�ϱ΍�ϩΩΎϔΘγ΍ϼΑ�ΕέϮ̡�ήϫ�έΩ�ϥ΍ϮΗ�ϲϣ�΍έ�ϲδϛϭή̡�ϪΘΒϟ΍ )�Ύϫ�ΪόΑ

�ϢϴϨϛ�Ύ̡�ΖγΩ�ϥΎϣΩϮΧ�ήΗϮϴ̢ϣΎϛ�έΩ�έϭήγ�ϲδϛϭή̡�Ϛϳ�Ϫϛ�ΪϴϤϬϓ�Ϣϴϫ΍ϮΧ( ! 
�έΩ�ΎϬϨϳ΍�ϦϴΑ80�ήϳΎγ�Ϫϛ�ΪηΎΑ�ϲϣ�ϱήΘθϴΑ�Ζϋήγ�ϱ΍έ΍Ω�ΪηΎΑ�ϲϣ�ϲϠλ΍�ϱΎϫ�ΕέϮ̡�ϭΰΟ�ϥϮ̩�

�Ύϫ�ΕέϮ̡�ήϳΎγ�ί΍�Ζγ΍�ήΘϬΑ�ήΘθϴΑ�ϲΘϴϨϣ΍�ϞϳϻΩ�ϪΑ�Ύϣ΍�Ϊϧ΍�ϪΘδΑ΍ϭ�ϥ΁�ϪΑ�ϲδϛϭή̡�ϱΎϫ�ΕέϮ̡
�ΩϮϤϧ�ϩΩΎϔΘγ΍ .ϡΪϴϨη�ϱ΍�Ϫϣΰϣί�ϡίΎΑ�ˮ�ϲ̩ !�ϡ΍ϮΧ�ϲϣ�Ϫ̴ϴϣDoS�ϢϨϛ� .�Ύϫ�Ύϫ ..�ϮΗ�Ϧϣ�ΰϳΰϋ
Ύϛ�Ϧϳ΍�ϱ΍ήΑϲηΎΑ�ϱΩΎϳί�ΪϧΎΑ�ϱΎϨϬ̡�ϱ΍έ΍Ω�ΪϳΎΑ�έ .�ϩΎ̴θϧ΍Ω�Ϛϳ�έϭήγ�έΩ�ϲΒϣ΍ί�Ϛϳ�ϝΎΜϣ�ϥ΍ϮϨϋ�ϪΑ

ϱΩήϛ�̲Ϩϫ�ϮΗΩϮΧ�ήΗϮϴ̢ϣΎϛ�ςϘϓ�ΕέϮλ�Ϧϳ΍�ήϴϏ�έΩ�ΩϮη�΍ήΟ΍�ΎΠϧ΁�έΩ�ϮΗ�Ε΍έϮΘγΩ�ΎΗ�ϲηΎΑ�ϪΘη΍Ω !
 )�ϱ΍ήΑ�ήΘθϴΑ�ΕΎΤϴοϮΗconfig�ΚΤΒϣ�έΩ�ϲΒϣ΍ί�Ϛϳ�DDoS�ΪηΎΑ�ϲϣ�(. 

�ΕέϮ̡�ί΍�ϡΩϮΧ�Ϧϣ8000ϳ�ϲϣ�ϢηϮΧ�ϩέϮΧ�ϲϣ�ϱΩέΩ�ϪϤϫ�ϪΑ�ϥϮ̩�ΩΎ .�ΎΠϛ�ί΍�ϭέ�Ζδϴϟ�Ϧϳ΍�ϻΎΣ
Ωέϭ΁�ΖγΪΑ�ϥΎ̴ϳ΍έ�Ζδϴϟ�ϲϠϛ�ϥ΍ϮΗ�ϲϣ�ϮΠΘδΟ�ϲϤϛ�ΎΑ�ˮϢϳέΎϴΑ�ΖγΪΑ. 

ΖϳΎγ�έΩ google.com , yahoo.com , altavista.com  , lycos.com ,.. 
ΪϴϨϛ�ωϭήη�ήϳί�ϱΪϴϠϛ�ϪϤϠϛ�ϦΘηϮϧ�ΎΑ: 

Proxy+List 
ή̡�ϪΘϔϫ�ήϫ�Ϫϛ�ΪϨΘδϫ�Ϣϫ�ΖϳΎγ�ϱήδϜϳΪϨϧΎϣ�ΪϨϨϛ�ϲϣ�ίϭέ�ϪΑ�΍έ�ΩϮΧ�Ζδϴϟ�ϲδϛϭ: 

 
http://www.samair.ru/proxy/ 
 
http://tools.rosinstrument.com/proxy/ 
http://www.atomintersoft.com/products/alive-proxy/proxy-list/3128/ 
 
http://www.multiproxy.org/ 
 
https://www.antiproxy.com/index.php 
 
......... 

http://www.samair.ru/proxy/
http://tools.rosinstrument.com/proxy/
http://www.atomintersoft.com/products/alive-proxy/proxy-list/3128/
http://www.multiproxy.org/
https://www.antiproxy.com/index.php


�Ϛϳ�ΎΑ�ϝϭ΍�ϢϨϜϴϣ�ϪϴλϮΗ�Ϧϣ�ΕέϮλ�Ϧϳ΍�έΩ�Ϫϛ�ΪϨηΎΑ�ϩΪη�ήΘϠϴϓ�Ύϫ�ΖϳΎγ�Ϧϳ΍�Ζγ΍�ϦϜϤϣ�ϪΘΒϟ΍
ΪϳέΎϴΑ�ΖγΪΑ�ΎΠϧ΁�έΩ�ϭέ�ΪϳΪΟ�Ζδϴϟ�ΎΗ�ΩϮη�ΖϳΎγ�Ϧϳ΍�Ωέ΍ϭ�ϲδϛϭή̡. 

ϮϟϮ̩Ϯϛ�ϝΎΜϣ�ΎΗ�ΪϨ̩�ϢϨϳ΍: 
 

cf6025-sc-ccs.supercable.net.ve:80        
chello062178165009.12.14.vie.surfer.at:80 
h002078d4a09a.ne.client2.attbi.com:80 
cf6025-sc-ccs.supercable.com:80 
cherry-hill.or.jp:3128 
cab-200-42-86-66.prima.net.ar:80 
host154-93.pool8017.interbusiness.it:3128 
hitaichung.com.tw:8080 
host077018.arnet.net.ar:80 
host171-146.pool8172.interbusiness.it:8080 
host226-159.pool8017.interbusiness.it:8080 
host217-45-252-105.in-addr.btopenworld.com:8080 
host25-65.pool8172.interbusiness.it:8080 
host50-155.pool8019.interbusiness.it:8080 
host6-180.pool80206.interbusiness.it:8080 
host20-208.pool21756.interbusiness.it:80 
host69-112.pool194243.interbusiness.it:80 
host58-95.pool8172.interbusiness.it:3128 
host94-52.pool21382.interbusiness.it:80 
host82-168.pool217222.interbusiness.it:8080 
http-b.wlfdle.rnc.net.cable.rogers.com:8080 
http-net66-debug.mtnk.rnc.net.cable.rogers.com:8080 
http-c.ym.rnc.net.cable.rogers.com:8080 
http-c.ym.rnc.net.cable.rogers.com:80 
iepointer.pointernetworks.com.br:3128 
http-net66-debug.ym.rnc.net.cable.rogers.com:8080 
http-net66-debug.wlfdle.rnc.net.cable.rogers.com:8080 
10.red-81-42-181.pooles.rima-tde.net:80 
138.17.108.194.contactel.net:3128 
128.red-80-59-38.pooles.rima-tde.net:80 
12-218-125-5.client.mchsi.com:3128 
200-168-250-130.customer.telesp.net.br:3128 
200-204-125-170.dsl.telesp.net.br:80 
200-180-107-023.fnsce7007.dsl.brasiltelecom.net.br:80 
200-207-6-70.dsl.telesp.net.br:80 
200-207-88-30.dsl.telesp.net.br:80 
211-23-46-226.hinet-ip.hinet.net:3128 
211-23-41-242.hinet-ip.hinet.net:80 
200-204-182-137.dsl.telesp.net.br:80 
212.68.195.195.brutele.be:80 
213.249.53.178:3128 
211-21-191-213.hinet-ip.hinet.net:3128 
216.114.75.114:80 
213.97.118.173:80 
213.249.53.178:80 
216.20.10.43:8080 
216.72.158.216:8080 
216.72.221.211:80 
217.167.40.29:80 
adsl-64-109-243-198.dsl.chcgil.ameritech.net:8080 
61-222-195-170.hinet-ip.hinet.net:8080 
4.38.49.225:8080 
61-220-150-2.hinet-ip.hinet.net:3128 
asy131.as239.sol.superonline.com:3128 
bess-proxy4.laserlink.net:8487 
bess-proxy3.laserlink.net:8487 
bess-proxy.trin.edu:8860 



bess-proxy.door.net:8364 
bilbo.siegener-zeitung.de:80 
bogo1ts1.bo.co.prserv.net:8080 
border33.qualitynet.net:80 
bussard.n-e-t.de:8080 
border81.qualitynet.net:80 
bizrace1.emji.net:80 
catv096011.usr.hananet.net:80 
carver.media.tele.dk:80 
bsn-77-159-104.dsl.siol.net:8080 
can.thunderstar.net:80 
cab-200-42-86-66.prima.net.ar:80 
cheetah.mweb.co.zw:8080 
cipe-gw.legend.co.uk:3128 
dsl-200-67-171-232.prodigy.net.mx:80 
drotnet2.drotnet.hu:80 
e1.alteon1.laserlink.net:8487 
d221-216-99.systems.cogeco.net:8080 
exchange.martinsmith.com:80 
ffis.teikav.edu.gr:8080 
felix.dilo.de:3128 
farsquid.wilkes.edu:3128 
family.wi.voyager.net:80 
firewall.bull.co.ga:8080 
friede.woergl.at:3128 
freude.woergl.at:3128 
fsntserver.formscan.com:80 
dragonfly.interia.pl:80 
ftp.bglilienfeld.ac.at:3128 
ftth.gate01.com:80 
dns.teta.it:8080 
folders.danley.kent.sch.uk:80 
bess-proxy.door.net:8364 
bess-proxy3.laserlink.net:8487 
bess-proxy.trin.edu:8860 
bess-proxy4.laserlink.net:8487 
bitstorm.primelink1.net:80 
bizrace1.emji.net:80 
can.thunderstar.net:80 
border81.qualitynet.net:80 
catv096011.usr.hananet.net:80 
bussard.n-e-t.de:8080 
can.thunderstar.net:80 
ce3.time.net.my:80 
ccproxy.lit.edu.tw:80 
cf6025-sc-ccs.supercable.net.ve:80 
cheetah.mweb.co.zw:8080 
cipe-gw.legend.co.uk:3128 
d221-216-98.systems.cogeco.net:8080 
cm-net-poa-c8b02b0e.brdterra.com.br:3128 
chello062178165009.12.14.vie.surfer.at:80 
cherry-hill.or.jp:3128 
egrand.egsd.k12.co.us:80 
freude.woergl.at:3128 
family.wi.voyager.net:80 
ftp.bglilienfeld.ac.at:3128 
ftp.unit10.com:80 
h-212.36.189.246.host.de.colt.net:8080 
host077018.arnet.net.ar:80 
host077018.arnet.net.ar:3128 
http-c.ym.rnc.net.cable.rogers.com:8080 



host20-208.pool21756.interbusiness.it:80 
http-net66-debug.ym.rnc.net.cable.rogers.com:8080 
http-c.ym.rnc.net.cable.rogers.com:80 
http-net66-debug.wlfdle.rnc.net.cable.rogers.com:8080 
host077018.arnet.net.ar:80 
host077018.arnet.net.ar:3128 
h002078d4a09a.ne.client2.attbi.com:80 
host171-146.pool8172.interbusiness.it:8080 
host176-5.pool62110.interbusiness.it:80 
host194-206.pool8017.interbusiness.it:80 
host164-221.pool80105.interbusiness.it:8080 
host20-208.pool21756.interbusiness.it:80 
host226-159.pool8017.interbusiness.it:8080 
host69-112.pool194243.interbusiness.it:80 
host50-155.pool8019.interbusiness.it:8080 
host94-52.pool21382.interbusiness.it:80 
host58-95.pool8172.interbusiness.it:3128 
host6-180.pool80206.interbusiness.it:8080 
http-c.ym.rnc.net.cable.rogers.com:80 
http-c.ym.rnc.net.cable.rogers.com:8080 
host82-168.pool217222.interbusiness.it:8080 
host154-93.pool8017.interbusiness.it:3128 
http-net66-debug.wlfdle.rnc.net.cable.rogers.com:8080 
http-net66-debug.ym.rnc.net.cable.rogers.com:8080 
h-212.36.189.246.host.de.colt.net:8080 
http-net66-debug.wlfdle.rnc.net.cable.rogers.com:8080 
host077018.arnet.net.ar:3128 
host171-146.pool8172.interbusiness.it:8080 
host176-5.pool62110.interbusiness.it:80 
host164-221.pool80105.interbusiness.it:8080 
host194-206.pool8017.interbusiness.it:80 
host077018.arnet.net.ar:3128 
host226-159.pool8017.interbusiness.it:8080 
host20-208.pool21756.interbusiness.it:80 
host50-155.pool8019.interbusiness.it:8080 
host25-65.pool8172.interbusiness.it:8080 
host58-95.pool8172.interbusiness.it:3128 
host6-180.pool80206.interbusiness.it:8080 
host82-168.pool217222.interbusiness.it:8080 
http-c.ym.rnc.net.cable.rogers.com:80 
http-net66-debug.wlfdle.rnc.net.cable.rogers.com:8080 
http-b.wlfdle.rnc.net.cable.rogers.com:8080 
http-c.ym.rnc.net.cable.rogers.com:8080 
http-net66-debug.ym.rnc.net.cable.rogers.com:8080 
iepointer.pointernetworks.com.br:3128 
i094-150.nv.iinet.net.au:80 
hydra.taipeitimes.com:3128 
investmentstuff.com:80 
invis.free.anonymizer.com:80 
ma3-b-cache.ono.com:80 
mail.condovel.com.br:3128 
mail.dalumpapir.dk:8080 
mail.deli2000.com:80 
mail.daewoomotor.com.pe:80 
mayday.media.tele.dk:80 
mailgate.mooret.co.uk:8080 
na.gostyn.com:3128 
metafix.com:80 
ol18-72.fibertel.com.ar:8080 
pb68.bielawy.sdi.tpnet.pl:8080 
pc151.gliwice.sdi.tpnet.pl:80 



pcd750226.netvigator.com:3128 
pc113.poznan.sdi.tpnet.pl:3128 
pg66.tarnobrzeg.sdi.tpnet.pl:8080 
pc3.australia-unet.ocn.ne.jp:80 
pd57.tarnow.sdi.tpnet.pl:8080 
port0776-adsl.cwjamaica.com:8080 
pb120.zgora.sdi.tpnet.pl:8080 
proxy.ia3.marketscore.com:8000 
proxy.freestep-unet.ocn.ne.jp:8080 
proxy.iol24.com:80 
proxy.emu.edu.tr:8080 
proxy.marketscore.com:80 
proxy.marketscore.com:8000 
proxy.or3.marketscore.com:80 
proxy.or3.marketscore.com:8000 
proxy.or4.marketscore.com:80 
proxy.or4.marketscore.com:8000 
proxy.mss.qc.ca:8080 
proxy.netsetter.com:8000 
proxy.info.unlp.edu.ar:3128 
proxy.telcel.net.ve:3128 
proxy.sjc.marketscore.com:8000 
proxy.sj4.marketscore.com:8000 
proxyhttp.wip.netsetter.com:80 
adsl-64-108-32-30.dsl.bltnin.ameritech.net:8801 
adsl-67-36-72-129.dsl.sfldmi.ameritech.net:3128 
adsl-67-36-72-190.dsl.sfldmi.ameritech.net:80 
bdsl.66.12.6.194.gte.net:3128 
bdsl.66.14.148.200.gte.net:8000 
baana-62-44-215-8.phnet.fi:80 
bilbo.siegener-zeitung.de:80 
bess-proxy.edinburgh.k12.in.us:8801 
bess-proxy.cajun.net:8987 
cab-200-42-86-66.prima.net.ar:80 
cherry-hill.or.jp:3128 
chello062178165009.12.14.vie.surfer.at:80 
cheetah.mweb.co.zw:8080 
cf6025-sc-ccs.supercable.net.ve:80 
asy131.as239.sol.superonline.com:3128 
hitaichung.com.tw:8080 
host077018.arnet.net.ar:80 
host077018.arnet.net.ar:3128 
h002078d4a09a.ne.client2.attbi.com:80 
cf6025-sc-ccs.supercable.com:80 
host194-206.pool8017.interbusiness.it:80 
host154-93.pool8017.interbusiness.it:3128 
host20-208.pool21756.interbusiness.it:80 
host69-112.pool194243.interbusiness.it:80 
host25-65.pool8172.interbusiness.it:8080 
http-c.ym.rnc.net.cable.rogers.com:8080 
iepointer.pointernetworks.com.br:3128 
ip-166-90.tvnetwork.hu:3128 
http-net66-debug.ym.rnc.net.cable.rogers.com:8080 
investmentstuff.com:80 
ma3-b-cache.ono.com:80 
luke.nrcaknights.com:3128 
mail.deli2000.com:80 
mail.investmentstuff.com:80 
mail.condovel.com.br:3128 
mail.daewoomotor.com.pe:80 
mailgate.mooret.co.uk:8080 



nt-server1.textimax.com.pe:3128 
pb130.dukla.sdi.tpnet.pl:8080 
pc151.gliwice.sdi.tpnet.pl:80 
pc113.poznan.sdi.tpnet.pl:3128 
pa107.stalowa.sdi.tpnet.pl:8080 
pb68.bielawy.sdi.tpnet.pl:8080 
pc3.australia-unet.ocn.ne.jp:80 
pd32.tarnow.sdi.tpnet.pl:8080 
pcd750226.netvigator.com:3128 
pd57.tarnow.sdi.tpnet.pl:8080 
pb120.zgora.sdi.tpnet.pl:8080 
po.cjbetters.com:80 
ports-3-17.intrepid.net:8000 
pg66.tarnobrzeg.sdi.tpnet.pl:8080 
proxy.ia3.marketscore.com:80 
proxy.ia2.marketscore.com:8000 
proxy.ia2.marketscore.com:80 
proxy.freestep-unet.ocn.ne.jp:8080 
proxy.marketscore.com:8000 
proxy.marketscore.com:80 
proxy.ia3.marketscore.com:8000 
proxy.ia4.marketscore.com:80 
proxy.mss.qc.ca:8080 
proxy.sj4.marketscore.com:8000 
proxy.sj3.marketscore.com:8000 
proxy.or4.marketscore.com:80 
proxy.or4.marketscore.com:8000 
proxy.sj4.marketscore.com:80 
proxy.sjc.marketscore.com:80 
proxy.speedline.ca:8080 
proxy.sjc.marketscore.com:8000 
s42.srv.ids.pl:8080 
proxyhttp.wip.netsetter.com:80 
savv.cj.edu.ro:8080 
specto.funcitec.rct-sc.br:3128 
s15.srv.ids.pl:3128 
sattadesign.com:80 
savv.cj.edu.ro:8080 
sattadesign.com:80 
specto.funcitec.rct-sc.br:3128 
sun.hh2.surfinn.com:8080 
supercache.qualitynet.net:80 
supercache2.qualitynet.net:80 
w3cache.to.krakow.pl:8080 
w3up.univ-mrs.fr:80 
www.almeidamendonca.com.br:80 
www.hakwaidhofen-thaya.ac.at:80 
wsap.man.bialystok.pl:3128 
www.ppecb.com:80 
www.ppecb.net:80 
www.sigelint.com:80 
www.kapferer.de:80 
vod.skcgss.edu.hk:8080 
65.96.10.159:3382  
200.203.41.154:6588  
218.152.71.146:2282  
ip68-11-125-110.no.no.cox.net:3382  
ip68-13-79-70.om.om.cox.net:3382  
ip68-5-142-139.oc.oc.cox.net:3382  
ip68-8-23-73.sd.sd.cox.net:3382  
24.107.145.163.charter-stl.com:3382  
4.42.52.191:3382  

http://www.almeidamendonca.com.br:80
http://www.hakwaidhofen-thaya.ac.at:80
http://www.ppecb.com:80
http://www.ppecb.net:80
http://www.sigelint.com:80
http://www.kapferer.de:80


212.150.75.139:22788  
24.129.196.227:7758  
61.238.164.34:2282  
68.22.105.98:2282  
68.190.63.226:2282  
68.96.222.4:3382  
24.170.159.137:3382  
64.105.174.187:2282  
24.209.80.191:22788  
68.46.254.89:3382  
68.5.123.234:3382  
68.105.227.200:3382  
68.11.107.152:3382  
134.53.105.40:2282  
148.137.248.170:2282  
217.129.30.105:2282  
212.199.8.3:2282  
67.86.74.209:3382  
68.40.119.178:22788  
68.7.255.197:3382  
68.6.164.195:3382  
68.82.182.25:3382  
61.32.53.160:3382  
68.8.228.10:1033  
68.3.71.227:3382  
66.191.245.189:1182  
68.7.230.49:3382  
24.99.107.173:9284  
68.3.242.187:3382  
67.161.215.48:2282  
81.57.140.83:3382  
12.217.73.11:2282  
12.210.138.27:22788  
211.117.49.227:2282  
210.112.230.87:8090  
211.240.36.15:57123  
211.49.56.205:22788  
200.168.136.167:5748  
211.53.195.250:57123  
211.8.213.46:57123  
216.154.192.1:8081  
82.37.152.39:57123  
80.108.46.37:3382  
160.36.121.31:2282  
12.248.65.89:7441  
wruw-cmj.pscl.cwru.edu:3128  
200.181.6.66:6588  
4.23.131.10:6588  
ip68-101-191-229.sd.sd.cox.net:3382  
200.78.104.49:6588  
81.196.12.117:3128  
mail-spool.bsp.co.za:8080  
211.34.227.148:8080  
213.154.80.148:3128  
211.34.227.148:80  
calamari.dovelink.com:8081  
200.47.12.72:3128  
211.152.179.4:80  
211.93.9.233:80  
211.93.9.237:80  
163.24.114.117:80  
200-168-64-118.dsl.telesp.net.br:6588  
196.1.70.190:8080  
211.93.9.229:80  
194.208.13.3:8080  
211.93.9.213:80  
24.61.209.140:22788  
209.64.85.24:6588  
211.75.220.123:8080  
208.241.143.138:80  
213.16.30.22:3128  
61.130.78.254:3128  



host-195-36.tele2.pl:3128  
163.24.55.245:80  
ip68-8-199-158.sd.sd.cox.net:6588  
12.231.63.199:3128  
68.6.211.222:1033  
200.208.227.155:57123  
211.34.97.130:8080  
212.150.0.113:8080  
211.248.112.194:8080  
adsl2.229.axelero.hu:3128  
202.103.208.50:3128  
211.138.91.21:8080  
dsl-200-67-19-90.prodigy.net.mx:6588  
200.93.86.237:6588  
61.54.89.96:808  
200-206-233-43.dsl.telesp.net.br:6588  
rhrh01652.res.utk.edu:2282  
12-255-173-126.client.attbi.com:3382  
202.162.57.51:6588  
80-247-136-165.reverse.newskies.net:6588  
200.41.1.134:57123  
152.101.137.132:8080  
200.56.120.69:57123  
210.103.102.94:57123  
218.188.21.122:3341  
200.195.206.180:7441  
64.238.146.193:5748  
62.78.186.228:8080  
61.159.224.11:80  
66.177.154.24:889  
211.112.28.71:5748  
196.31.72.90:3128  
12.233.248.60:8080  
202.164.173.76:8080  
192.192.42.19:3128  
192.192.42.18:3128  
65.67.251.130:8080  
user-24-214-182-203.knology.net:6588  
218.159.32.13:2282  
ip152-101-137-132.ip.hk.net:8080  
66.49.60.82.nw.nuvox.net:80  
cacheflow.net.vit.edu.tw:3128  
68.82.92.74:8080  
213.97.41.202:4455  
217.35.96.152:57123 
194.228.201.3:80 
216.112.202.132:80 
217.172.206.30:80 
193.192.241.10:8000 
66.20.12.225:80 
195.117.196.4:80 
202.57.125.137:80 
212.77.204.50:80 
200.74.137.106:80 
202.57.125.37:80 
202.57.125.5:80 
193.224.42.5:80 
213.52.200.140:80 
216.167.147.188:80 
203.199.47.222:80 
210.19.45.138:80 
200.47.104.182:80 
203.82.36.89:8080 
212.7.143.136:8088 
200.47.104.227:80 
203.155.29.135:8080 
200.74.139.19:80 
218.208.3.142:80 
194.204.223.17:8000 
200.47.104.41:80 
200.47.104.153:80 
200.210.178.132:80 



200.47.104.195:80 
210.91.16.8:80 
200.11.203.100:8080 
65.210.207.4:80 
66.80.226.131:80 
218.4.143.114:80 
168.143.123.86:80 
65.126.127.6:80 
195.241.77.163:80 
65.215.199.18:80 
168.28.160.107:8080 
198.245.141.48:8080 
200.13.230.243:80 
206.240.24.20:3128 
202.28.29.90:80 
65.125.82.35:8080 
203.154.187.182:8080 
203.113.34.237:80 
206.252.237.66:8000 
216.157.194.171:80 
200.47.104.135:80 
61.4.77.75:8080 
165.139.129.188:8080 
195.141.38.20:8000 
218.7.0.238:8080 
200.52.71.146:80 
200.47.104.57:80 
195.243.217.34:8000 
217.237.164.26:80 
195.72.69.17:80 
200.208.245.40:80 
67.41.250.6:80 
216.162.17.134:80 
195.84.162.96:80 
61.55.139.129:80 
199.232.77.132:8000 
65.121.254.5:80 
216.158.227.34:8000 
202.181.176.110:8080 
209.234.157.16:80 
65.126.153.37:8080 
140.239.165.237:80 
65.58.240.35:80 
212.130.71.254:80 
200.208.245.252:80 
208.231.174.125:8080 
80.209.156.2:80 
208.252.22.130:80 
63.114.100.254:80 
212.157.168.113:8080 
66.239.248.68:80 
216.12.105.130:80 
65.69.103.165:80 
216.162.17.131:80 
212.158.104.40:3128 
65.172.165.5:80 
213.121.248.7:80 
65.205.172.8:8080 
216.168.142.59:80 
217.169.47.35:8080 
212.70.36.2:8080 
209.234.157.13:80 
195.81.17.2:8000 
216.168.61.27:8000 
63.169.107.72:80 
207.10.229.62:80 
203.89.153.110:80 
216.162.17.132:80 
65.102.174.137:8000 
66.88.43.181:80 
216.168.131.162:8000 
12.18.185.141:80 



141.151.153.74:7005 
194.216.214.5:5600 
195.249.40.245:8080 
195.12.220.110:8080 
200.21.132.131:8080 
208.62.182.67:80 
65.161.128.55:80 
65.200.210.77:80 
213.30.180.163:80 
216.55.147.135:80 
213.26.239.226:80 
216.12.105.193:80 
204.60.156.3:80 
216.142.152.246:80 
193.15.46.105:8000 
213.141.88.85:8000 
61.55.134.161:80 
212.21.228.22:8080 
216.213.82.100:8000 
206.240.24.20:3127 
212.68.204.242:8080 
63.163.19.2:8080 
168.28.160.96:8080 
65.172.164.2:80 
12.146.245.17:80 
64.116.195.132:80 
207.219.106.99:80 
169.204.214.131:80 
216.162.15.178:80 
212.157.168.113:80 
195.30.180.240:80 
213.40.67.65:8080 
64.3.166.33:80 
205.158.63.45:80 
193.170.189.154:80 
63.161.164.63:80 
216.168.61.88:8000 
202.235.188.101:80 
203.77.198.146:80 
203.69.145.154:8080 
203.65.95.66:80 
12.5.54.30:80 
216.158.222.84:8000 
66.11.194.133:8000 
66.114.246.133:8000 
193.95.16.34:8080 
202.188.20.132:80 
193.95.27.66:80 
202.20.68.225:80 
202.20.68.223:80 
203.95.5.133:80 
203.94.67.114:80 
203.94.69.204:8080 
203.89.153.43:80 
203.89.153.80:80 
203.90.117.86:80 
200.35.81.82:80 
66.160.1.10:80 
66.158.68.12:8000 
200.35.81.50:8080 
216.133.17.21:8080 
200.35.82.82:80 
203.90.94.194:80 
65.117.182.193:80 
216.241.22.55:80 
65.117.182.225:80 
157.91.112.24:8080 
157.91.112.19:8080 
203.123.140.100:80 
61.36.168.48:3128 
202.175.238.18:8080 
61.29.65.82:80 



61.250.86.166:80 
202.174.40.2:80 
65.105.125.126:8080 
202.57.125.39:80 
193.194.74.53:80 
61.55.134.196:80 
202.179.157.196:8080 
203.48.32.8:80 
65.103.140.202:80 
216.168.60.192:8000 
193.29.2.13:8000 
65.83.21.6:80 
202.186.20.74:80 
216.181.24.142:8000 
61.9.101.133:80 
216.223.144.100:80 
61.88.121.4:8000 
216.220.232.194:8000 
203.58.170.137:80 
65.201.122.98:80 
200.252.96.191:80 
204.60.156.2:80 
194.212.159.142:3128 
80.248.8.122:80 
202.28.30.86:80 
213.154.72.2:80 
213.150.178.90:80 
213.152.82.11:80 
213.150.188.234:80 
202.28.29.74:80 
194.243.103.242:80 
212.98.212.58:80 
212.77.216.102:80 
212.77.205.226:8080 
200.242.55.131:8080 
194.254.25.77:8080 
194.25.171.178:8080 
200.244.93.129:80 
81.199.83.105:8080 
81.199.84.24:6588 
81.10.17.50:8080 
213.121.248.60:80 
194.219.52.52:80 
194.14.129.130:8080 
213.249.139.12:6588 
66.9.38.35:8000 
213.58.164.26:8080 
204.101.189.177:8080 
163.21.131.6:80 
69.67.0.46:80 
80.231.208.194:8080 
194.184.249.122:8080 
80.191.43.140:8080 
202.28.66.23:8080 
80.191.232.80:80 
194.184.249.108:8080 
194.184.249.98:8080 
194.184.249.106:8080 
194.184.249.107:8080 
213.172.40.26:8000 
213.244.85.7:8080 
203.134.164.198:80 
12.17.161.23:8000 
12.17.161.27:8000 
162.33.156.163:80 
213.191.95.47:8000 
68.72.226.89:80 
200.29.132.50:8000 
213.217.58.6:80 
213.217.35.210:80 
213.217.34.99:80 
213.225.90.180:8000 



213.194.68.37:80 
213.201.14.150:80 
213.201.170.101:80 
213.208.67.82:80 
213.210.194.141:8080 
213.20.242.210:8080 
63.226.96.246:80 
63.109.64.39:80 
203.115.25.132:80 
203.197.157.97:8080 
202.97.136.73:80 
200.9.36.109:80 
203.115.26.51:80 
200.90.65.59:8080 
 

 
 
 
 

ˮϡέΎϴΑ�ϡίΎΑ�Ύϳ�ϪΘδΑ 
ϢϴγϮϨΑ�ΎΠϛ�ϭέΎϨϳ΍�ϻΎΣ .�ΪϳήΑ�ϝϭ΍Internet Options<Control Panel< 

�ϪΒϟ�ϻΎΣConnections �Ωέ΍ϭ�ϭ�ΪϴϨϛ�ΏΎΨΘϧ΍�ϮϧϮΗΩϮΧ�ϦθϜϧΎϛ�ϭSettingsϪΘηϮϧ�Ϫϛ�ϱέΩΎϛ�έΩ�ϭ�ΪϳϮη� Use 
Proxy Server�ΩϮη�ϝΎόϓ�ΎΗ�ΪϴϧΰΑ�΍έ�εέΎϨϛ�ϚϴΗ��ˬ��ΖϤδϗ�έΩ�ϻΎΣAddressΩ�ϭ�έϭήγ��ΖϤδϗ�έPort�ˬ�
ϪΑ�ρϮΑήϣ�ΕέϮ̡ έϭήγ�ϥ΁ 

 

 
 

Ζγ΍�ΩϮΧ�ϪΑ�ιϮμΨϣ�ϢϴψϨΗ�ϱ΍έ΍Ω�ϦθϜϧΎϛ�ήϫ! 

 
 
 
 

 
 



 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
�ϪΘηϮϧ�έϭήγ�ϥϭέΩ�ί΍�Ύϣ�ήΗϮϴ̢ϣΎϛ�ϭ�Ζϓή̳�Ϊϫ΍ϮΧ�΍ήϓ�΍έ�Ύϣ�ϲΘϧήΘϨϳ΍�ϱΎϫ�ϞϜΗϭή̡�ϲϣΎϤΗ�ΕΎϤϴψϨΗ�Ϧϳ΍�Ϫϛ

ΩϮϤϧ�Ϊϫ΍ϮΧ�ήϴϴϐΗ�Ύϣ�ΖϳϮϫ�ϭ�Ϊη�Ϊϫ΍ϮΧ�ΖϧήΘϨϳ΍�ϱΎϴϧΩ�Ωέ΍ϭ�ϩΪη !ήϫ�ϱ΍ήΑ�ϪϜϨϳ΍�ϱ΍ήΑ�ϪΘΒϟ΍�Ϛϳ�ϞϜΗϭή̡�
�ΖϤδϗ�Ωέ΍ϭ�ϻΎΑ�ϡήϓ�ϥΩήϛ�ή̡�ϥϭΪΑ�ϢϴϨϛ�ΏΎΨΘϧ΍�ϪϧΎ̳΍ΪΟ�ϲδϛϭή̡edcAdvanϢϳϮη�ϲϣ�. 

 
 
 
 

 
 



 
 

 
 

�ϢϴϨϛ�ϩΩΎϔΘγ΍�ϙήΘθϣ�έϮσ�ϪΑ�Ύϳ�ϭ�ϢϴϨϛ�ΏΎΨΘϧ΍�ϲδϛϭή̡�Ϛϳ�ϢϳέΎΘΨϣ�ϞϜΗϭή̡�ήϫ�ϱ΍ήΑ�ˬ�Ϣϳέ΍ΰΑ�ϲϟΎΧ�Ύϳ�ϭ
Ζγ΍�ΖϧήΘϨϳ΍�ΎΑ�ϞϜΗϭή̡�ϢϴϘΘδϣ�ρΎΒΗέ΍�ϪϧΎθϧ�Ϫϛ .̡�ϚϴΗ�ϙήΘθϣ�ϩΩΎϔΘγ΍�ϱ΍ήΑΪϴϧΰΑ�ϭέ�ϦϴϳΎ. 

�ςδϗ�ϩΩήϜϧ�ϱ΍ΪΧ�ή̳΍DoS�ΖϤδϗ�ϱ΍ήΑ�Ϊϳέ΍Ω�Socks�Ϫϛ�IP�ΩϮη�ϲϣ�ϞϣΎη�΍έ�ΖϜ̡�ήϫ�έΩ�έΪϫ� .�ΪόΑ�ϭ
�ΐϴΗήΗ�ϪΑ�ϞΣ΍ήϣ�ϪϤϫ�ϡΎΠϧ΍�ί΍OKΪϳϮη�ΝέΎΧ�ϭ�ϩΩί�. 

ϪΘϜϧ :ΪϴθΑ�ϦΌϤτϣ�Ϣϫ�Ϫ̴ϳΩ�ϩΰϴ̩�Ϛϳ�ί΍�ΪϳΎΑ�Ϊϴϫ΍ϮΧ�ϲϣ�Ώϭ�ί΍�ϩΩΎϔΘγ΍�ϱ΍ήΑ�΍έ�ϲδϛϭή̡�Ϧϳ΍�ή̳΍. 
ΠϨϳ΍�Ωέ΍ϭ�ϩέΎΑϭΩΪϳϮη�Ύ :Internet Options<Control Panel< 

�ϪΒϟ�ϭAdvancedΪϳέ΍ΩήΑ�ϭέ�Ύϫ�ϚϴΗ�Ϧϳ΍�ϭ�ΏΎΨΘϧ΍�΍έ�! 
 

 
 

���ΎΑ�ϭOK��ΪϳϮη�ΝέΎΧ� .���ήΑ�ϩϭϼϋIE��������������ϲλΎμΘΧ΍�ϲδϛϭή̡�ΕΎϤϴψϨΗ�ΰϴϧ�ή̴ϳΩ�ΖϧήΘϨϳ΍�ΎΑ�ςΒΗήϣ�ϱΎϫ�ϪϣΎϧήΑ�έΩ�
����ΪϨϧΎϣ�Ωέ΍Ω�ΩϮΟϭ:Opera ,Outlook ,DAP , Yahoo Messanger ,ICQ , Scanners ,..������Ϫϛ�ή̴ϳΩ�ϱέΎϴδΑ�ϭ��

������������������Ϫϧ�Ύϳ�ϪϟΎόϓ�ϥϻ΍�Ύϣ�έϭήγ�ϲδϛϭή̡�Ϫϛ�ϢϴθΑ�ϦΌϤτϣ�Ύϣ�Ϫϛ�ϪϨϳ΍�ϪϤϬϣ�Ϫϛ�ϱ΍�ϪΘϜϧ�ϲϟϭ�ϩέ΍Ϊϧ�ϲϠϜθϣ ) !
�������������ϩέ΍Ω�εΪϧΎΑ�ϱΎϨϬ̡�ϭ�ϪϜΒη�ϥ΁�ήϳΪϣ�Ϟϴϣ�ϪΑ�ϪΘδΑ�ϲδϛϭή̡�ήϫ�ϥΩϮΑ�ϝΎόϓ (����ίΎΑ�εϭέ�ΎΑ�Ύϳ�έΎϛ�Ϧϳ΍�ϱ΍ήΑ�Ϫϛ

�������������ϪϣΎϧήΑ� ί΍� ϩΩΎϔΘγ΍� Ύϳ� ϭ�Ώϭ�ϪΤϔλ�Ϛϳ�ϥΩήϛProxy Check�����ϪϨϛ�ϲϣ�ΖΣ΍έ� ϭέΎϛ�� ˬ������ϦΘϓή̳� ί΍�ΪόΑ�ϪϣΎϧήΑ�Ϧϳ΍
ϩΩ�ϲϣ�Ύϣ�ϪΑ�ϭέ�ϝΎόϓ�ϱΎϫ�έϭήγ�ί΍�ϲΟϭήΧ�Ϛϳ�ϩΎΗϮϛ�ϲϧΎϣί�ΕΪϣ�ί΍�ΪόΑ�ϭ�Ύϣ�Ζδϴϟ�ϲδϛϭή̡. 

ϦϴϨϛ�΍Ϊϴ̡�Ϣγ΍�Ϧϳ΍�ΎΑ�ϦϴϧϮΘϴϣ�ϭέ�ϪϣΎϧήΑ�Ϧϳ΍ :ProxyCheat.zip       
ϭήγ�ϲδϛϭή̡�Ϫϳ�ί΍�ϩΩέϭ΁�Ϧϴ΋Ύ̡�ϮϧϮΗέΎϛ�Ζϋήγ�έϭήγ�Ϫϛ�ΪϳΪϳΩ�Ϫ̳΍ΪϴϨϛ�ϩΩΎϔΘγ΍�Ϫ̴ϳΩ�έ. 

-�ί΍�ϩΩΎϔΘγ΍�ϱΪόΑ�εϭέ�WingateζΘδϫ�. 
�Ϫϛ�ϪϨϛ�ϲϣ�ϩΩΎϔΘγ΍�έΎϛ�ϱ΍ήΑ�ζΘϳΎγ�ΕΎϤϴψϨΗ�ί΍�ϭ�ϪϧϮϣ�ϲϣ�ϝΎόϓ�έΎϛΩϮΧ�έϮσ�ϪΑ�ζΒμϧ�ί΍�ΪόΑ�Ϫϛ

ΪϳήΑ�αέΩ΁�Ϧϳ΍�ϪΑ�ϥϭ΍�ΖϓΎϳέΩ�ϱ΍ήΑ: 
http://www.wingate.com                         Qbik�ϝϮμΤϣ� 

�ϦϴϨϛ�ϩΩΎϔΘγ΍�Ϣϫ�ϱ΍�ϪϓήΣ�ΕέϮλ�ϪΑ�εί΍�ϦϴϧϮΗ�ϲϣ�ˬ�ΪϴηΎΑ�ΩϮΧ�ϪϜΒη�ήϳί�έϭήγ�ϲδϛϭή̡�ϥϮΗΩϮΧ�ϭ
ΪϴϨϛ�ϲϣ�ϝΎϤϋ΍�ϞϜη�Ϧϳ΍�ϪΑ�ϭέ�ΕΎϤϴψϨΗ�έΎϛ�Ϧϳ΍�ϱ΍ήΑ�Ϫϛ: 

Username: Administrator  )ϱέΎϴΘΧ΍(  
Password: <leave blank> )   ϱέΎϴΘΧ΍  (  
Server: localhost (or 127.0.0.1) 
Port: 808 )  ϱέΎϴΘΧ΍                              (  

http://www.wingate.com


�ϝήΘϨϛ�έΩ�ΕΎϋϼσ΍�έϮΒϋ�ΎΗ�ΪϴϨϜϴϣ�Ωέ΍ϭ�ϻΎΑ�ϞΜϣ�Ύϫ�ϪϣΎϧήΑ�έΩ�ϭέ�ΕέϮ̡�ϭ�έϭήγ�Ϧϳ΍�ΎϤη�ϥ΁�ϥΩήϛ�ϝΎόϓ�ΎΑ�Ϫϛ
Ωήϴ̳�έ΍ήϗ�ΎϤη .�Ζγ΍�ΐμϧ�ϞΑΎϗ�Ϣϫ�ϥΎϣήϓ�ςΧ�ΎΑ�ϪϣΎϧήΑ�Ϧϳ΍ )ΎϫήϜϫ�ϪΟϮΗ�ϞΑΎϗ (�ˬϥΎϣήϓ�Ϧϳ΍�ΎΑ: 

wingateengine ±I 
 

- �ΖϴλΎΧ�ί΍�ϩΩΎϔΘγ΍�ϱΪόΑ�εϭέTunnelnig�ΎΑ�ήΘθϴΑ�Ϫϛ�ΪηΎΑ�ϲϣ�Telnet�έΎϛ�ϭήγ�
�ϦϳΪϨ̩�ί΍�ήΘθϴΑ�Ϫ̩�ήϫ�ϥΪϧΎϣ�ϥΎϬϨ̡�ϱ΍ήΑ�Ϫϛ�Ζγ΍�ΕέϮλ�Ϧϳ΍�ϪΑ�έΎϛ�ϝϮλ΍�ϭ�ϩέ΍Ω

�ΪϳϮη�ϲϣ�ϞμΘϣ�ΖϧήΘϨϳ΍�ϪΑ�ϭ�ϪΘηά̳�έϭήγ)�ΩϮθϧ�ϩΎΒΘη΍�ϲδϛϭή̡�ϲΘϟϮϣ�ΎΑ (
ϮηΩ�έΩ�Ύϫ�ήϜϫ�ϦϳήΘϬΑ�Ϫϛ�ϱέϮτΑΪϨϨϛ�ϲϣ�ϩΩΎϔΘγ΍�εϭέ�Ϧϳ΍�ί΍�ΕϻΎΣ�ϦϳήΗέ΍ !�ί΍�ϝϭ΍

�Ϛϳ�ΪϳΎΑ�ϪϤϫSocks List�ΪϴϨϛ�΍Ϊϴ̡� )�ϪΘδϴϟ�ϲδϛϭή̡�ϞΜϣ . (�ϱΩ΍ΪόΗ�Ζδϴϟ�Ϧϳ΍�έΩ
�ΕέϮ̡�ΎΑ�έϭήγ23 ) ΖϨϠΗ (�ϡέ΍ί�ϲϣ�ϥϮΗ΍ήΑ�ϭέ�Ύϧϭ΍�ί΍�ΎΗ�ΪϨ̩�Ϧϣ�Ϫϛ�Ωέ΍Ω�έ΍ήϗ: 

    tow-ts1-2500.tpgi.com.au port 23 
    puta.com port 23 
    pene.com port 23 
    a.puta.com port 23 
    61.133.119.130 port 23 
    202.98.127.20 port 23 
    203.207.173.164 port 23 
    ADMIN.GAY.puta.com port 23 
    el.admin.es.un.pene.com port 23 
    admln.cyber4rmy.puta.com port 23 
    bug-buag.pene.com port 23 
    est0.sigue.igual.puta.com port 23 
    63.100.207.68 port 23 
    24.42.115.139 port 1080 
    213.46.206.189 port 23 
    irc-bitches.org port 23 
    guardian.idefag.no port 1080 
    quiero.un.buen.pene.com port 23 
    owen.es.una.puta.com port 23 
    24.200.10.89 port 23 
    24.25.169.51 port 1080 
    24.25.89.41 port 23 
    24.25.7.190 port 1080 
    24.24.89.109 port 1080 
    mailhost.auditconseilcompta.com port 1080 
    213.56.174.147 port 1080 
    212.217.115.32 port 23 
    64.57.71.172 port 23 
    208.222.9.10 port 23 
    BuEnRi.vodkateam.f0r.puta.com port 23 
    66.20.176.223 port 1080 
    142.166.179.3 port 23 
    u212-239-169-209.adsl.pi.be port 1080 
    u212-239-166-249.adsl.pi.be port 1080 
    u212-239-166-13.adsl.pi.be port 1080 
    64.131.177.89 port 23 
    202.96.58.164 port 23 
    202.96.23.53 port 1080 
    radium.puta.com port 23 
    buying.icompmall.com port 23 
    the.matrex.org port 23 



Telnet 26.169.208.79 23      
 
 

CSM Proxy Server >88.220.68.103:1080 
 
 

    fubu.netvizions.net port 23 
    got.adminsecurity.com port 23 
    cherish.sparkhost.com port 23 
    stole.the.htmlpirate.com port 23 
    i.already.own3dit.com port 23 
    rock.hard-unix.com port 23 
    born.to.love-irc.com port 23 
    i.broke.the.virtuallimit.net port 23 
    unlike.you.im.lag-free.com port 23 
    i.love-irc.com port 23 
    your.mom.runs.a.slutclub.net port 23 
    damned.ex.isabitch.net port 23 
    24.42.115.139 port 1080 
    dbpl.ngd.pl port 23 
 

έΎϛ�εϭέ:�ϥΎϣήϓ�ςΧ�ϭέ�ΪϳήΑ�< 
Ex: 
 
 
 
 

 
�� ϻΎΣ��������������������� Ϫϛ�ϱΪόΑ� έϭήγ� Ωέ΍ϭ� ϥ΁� ί΍� Ϊϴϫ΍ϮΧ�ϲϣ� ϭ� ΪϳΪη� Ωέ΍ϭ� έϭήγ�Ϧϳ΍� ϪΑ88.220.68.103�����ΕέϮ̡� ΎΑ�1080 
ΪϳϮη: 

 
 
 
 

 
�ΖϗΩ�ί΍�ΪόΑ�Ϧϣ�Ϫϛ�ΪϴϨϛ>�ϡ΍�ϩΩ΍Ϊϧ�έ΍ήϗ�ϱ΍�ϪϠλΎϓ�� .�Ϫϛ�ϢϳϮη�ϲϣ�ή̴ϳΩ�ϱΎϫ�έϭήγ�Ωέ΍ϭ�ϞϜη�ϦϴϤϫ�ϪΑ

�Ρϼτλ΍�έΩ�έΎϛ�Ϧϳ΍�ϪΑTunneling ΩϮη�ϲϣ�ϕϼσ΍.�Ϛϳ��ΖϋΎγ�εϭέ�Ϧϳ΍�ί΍�ϩΩΎϔΘγ΍�ΎΑ�ϪϜϨϳ΍�ΐϟΎΟ�ϪΘϜϧ
�΍έ�ΎϤη�ϲϳΎϴϓ΍ήϐΟ�ΖϴόϗϮϣ�ϲΘΣ΍έ�ϪΑ�Ϊϧ΍ϮΗ�ϲϤϧ�ϲδϛ�ϭ�ΩϮθϴϣ�ϩΪϴΠϨγ�έϭήγ�ΩϮΟϮϣ�ΖϋΎγ�ΎΑ�ΎϤη

ΪϧΰΑ�αΪΣ! 
- ΪόΑ�εϭέΪηΎΑ�ϲϣ�έ΍ΰϓ΍�ϡήϧ�ί΍�ϩΩΎϔΘγ΍�ϱ. 
�έΩ�Ϊϧ΍�ϩΩήϛ�Ϫοήϋ�΍έ�ΩϮΧ�ϲθϳΎϣί΁�ϪΨδϧ�Ϫϛ�ϲΗέΎΠΗ�έ΍ΰϓ΍�ϡήϧ�ϱήδϜϳ�ί΍�εϭέ�Ϧϳ΍

Ϊϳέϭ΁�ΖγΪΑ�ϮΠΘδΟ�Ύϳ�ϭ�ΩϮΟϮϣ�ϱΎϫ�αέΩ΁�ί΍�Ϊϴϧ΍ϮΗ�ϲϣ�ΎϤη�ϭ�ΩϮη�ϲϣ�ϩΩΎϔΘγ΍: 

Bypass Proxy Client 0.75                      http://www.bypass.cc 

http://www.bypass.cc


 

 ϥΎγ΁�ϭ�ΐϟΎΟ�ΕΎϧΎϜϣ΍�ϱ΍έ΍Ω�ϭ�Ϧϴ̩�έϮθϛ�ϝϮμΤϣ! 
 
AdsOff v2.0                      http://www.adsoff.com 

 
�ΕΎϧΎϜϣ΍�ϒϗϮΗ�ϱ΍ήΑ�ϲϠϣΎϛPopupζϴ̡�Ϣϫ�Ύϫ� ϲϨϴΑ�ή̴ϳΩ�ΕΎϧΎϜϣ΍�ϱέΎϴδΑ�ϭ�ϩΩήϛ�... 

 
Multi Proxy               http://www2.multiproxy.org/downloads.ht 

 
�έΩ�ϪϣΎϧήΑ�Ϧϳ΍�ί΍�ήϴϏ�ΖϳΎγ�Ϧϳ΍�ˬΩϮη�ϲϣ�ΖϓΎϳ�ϪτΑ΍έ�ϦϴϤϫ�έΩ�ϱή̴ϳΩ�ϱΎϫ�ϪϣΎϧήΑ. 
 

                 Anonymity 4 Proxy 2.01        http://www.inetprivacy.com      
�ϲΧήΑϪϣΎϧήΑ�Ϧϳ΍�ΕΎϧΎϜϣ΍�ί΍                                                                                                 :

                         
- Choosing the best proxy for a URL 
 - Check proxy support for FTP & HTTPS (SSL) support 
 - Easy removing/modification browser request variables 
 - Associations and Stop lists 
 - Stop lists for CLIENTS and HOSTS 
 - Multithreaded version 
 - "Check anonymity on each request" option 
 - "Use first X proxies from sorted list" option 
- Import additional proxies from text file. 

 
 

�ϭΖγ΍�ϥΎ̴ϳ΍έ�΍ήΜϛ΍�Ϫϛ�Ϧϳϻ�ϥ΁�ΕΎϣΪΧ�ί΍�ϩΩΎϔΘγ΍�ϩ΍έ�ϦϳήΧ΁�Ύϣ΍. 
�ϪΘΒϟ΍�ϢϴϨϛ�ϲϣ�ϢϴδϘΗ�ζΨΑ�ϭΩ�ϪΑ�΍έ�ΕΎϣΪΧ�Ϧϳ΍�Ύϣ: 

�ΕΎϣΪΧFree Shell 
�ΕΎϣΪΧAnony Surf 

�Ύϳ�ϭ�Ύϫ�ϩΩ΍Ω�ϩΎ̴ϳΎ̡�ϭ�ΎϫήϠϳΎ̢ϣΎϛ�ΪϨϧΎϣ�ήΗϮϴ̢ϣΎϛ�ϥ΁�ΕΎϧΎϜϣ΍�ί΍�ϩΩΎϔΘγ΍�ϞϣΎη�ϝϭ΍�ΕΎϣΪΧ�ί΍�ϦΘΧΎγ�ϲΒϣ΍ί
ϪϠϤΣ�ϱ΍ήΑ�ΎϬϧ΁ !�ϪϛΪϨηΎΑ�ϲϣ�ϲΒγΎϨϣ�ΕέΪϗ�ϱ΍έ΍Ω�ϭ�ΪϨΘδϫ�βϜϴϧϮϳ�Ύϫ�έϭήγ�Ϧϳ΍�ήΜϛ΍. 

http://www.adsoff.com
http://www2.multiproxy.org/downloads.ht
http://www.inetprivacy.com


   [j00@server j00]$ ssh 214.55.86.164 

�ί΍�ϱΩ΍ΪόΗ�Ύϫ�ΖϳΎγ�ϱϮγFree Shell �ϪϣΎϧήΑ�ΎϬϧ΁�ϱϭέ�ϚϴϠϛ�ΎΑ�Ϫϛ�ΪϧϮη�ϲϣ�ϲϓήόϣ�Telnet �Ύϳ�
HyperTerminalΩϮη�ϲϣ�ϞμΘϣ�έϭήγ�ϪΑ�έΎϛΩϮΧ�έϮσ�ϪΑ�ϭ�ϩΪη�ίΎΑ�ΎϤη�. 

ϪΘϜϧ:�έΩ�Ζ̢ϳήϜγ΍�Ϧϳ΍�ί΍�Ύϫ�ϚϨϴϟ�ϪϧϮ̳�Ϧϳ΍�ΩΎΠϳ΍�ϱ΍ήΑ�Source�ΪϴϨϛ�ϩΩΎϔΘγ΍�ΩϮΧ�: 
telnet://234.45.5.32:108  

έϭήγ�ϪΑ�ΎϤη�ϚϨϴϟ�Ϧϳ΍�ΎΑ234.45.5.32  �ΕέϮ̡�ΎΑ�108ϲϣ�Ϟλϭ� ΪϳϮη .�β̡�ΩϮΧ�ΖϳΎγ�ϥΎ̳ΪϨϨϴΑ�ϱ΍ήΑ
�ΪϴϨϛ�ϲϨϴΑ�ζϴ̡�΍έ�ΕΎϧΎϜϣ΍�Ϧϳ΍;) 

�ϦϣϢ̳�ϲϣ�ϥϮΗ΍ήΑ�ϭέ�Ύϫ�ΖϳΎγ�Ϧϳ΍�ί΍�ϱΩ΍ΪόΗ: 
SDF (freeshell.org) - http://sdf.lonestar.org/ 
GREX (cyberspace.org) - http://www.grex.org/ 
NYX - http://www.nxy.net/ 
ShellYeah - http://www.shellyeah.org/ 
HOBBITON.org - http://www.hobbiton.org/ 
FreeShells - http://www.freeshells.net/ 
DucTape - http://www.ductape.net/ 
Free.Net.Pl (Polish server) - http://www.free.net.pl/ 
XOX.pl (Polish server) - http://www.xox.pl/ 
IProtection - http://www.iprotection.com/ 
CORONUS - http://www.coronus.com/ 
ODD.org - http://www.odd.org/ 
MARMOSET - http://www.marmoset.net/ 
flame.org - http://www.flame.org/ 
freeshells - http://freeshells.net.pk/ 
LinuxShell - http://www.linuxshell.org/ 
takiweb - http://www.takiweb.com/ 
FreePort - http://freeport.xenos.net/ 
BSDSHELL - http://free.bsdshell.net/ 
ROOTshell.be - http://www.rootshell.be/ 
shellasylum.com - http://www.shellasylum.com/ 
Daforest - http://www.daforest.org/ 
FreedomShell.com - http://www.freedomshell.com/ 
LuxAdmin - http://www.luxadmin.org/ 
shellweb - http://shellweb.net/ 
blekko - http://blekko.net/ 

΍ϣ�έϮΘγΩ�Ϧϳ΍�ΎΑ�ϥϮ̩�ϪΘΣ΍έ�ϥϮΗέΎϛ�ΪϴϨϛ�ϲϣ�ϩΩΎϔΘγ΍�βϜϴϧϮϳ�ί΍�Ϫ̳ϦϴϨϛ�ϩΩΎϔΘγ΍�ϲδϛϭή̡�ί΍�ϦϴϧϮΗ�ϲ: 
 
 
 
 

 
�ϭ�Ύϣ΍Anony Surf�Ύϫ�ϲϛϮϛ�ήη�ί΍�έ΍ήϓ�ΖϬΟ�ΕΎϣΪΧ�ϱήγ�Ϛϳ��ˬpopupΎϫˬ�Ύϫ�Ζ̢ϳήϜγ΍�ˬ��αΎϨηΎϧ

�ϥΪϧΎϣIP�ˬ�ή̴ϳΩ�ϞϴϟΩ�ϥ΍έ΍ΰϫ�ϭ�̲ϨϳήΘϠϴϓ�ήη�ί΍�έ΍ήϓ�ϭ�ϩΪη�ΪϳΩίΎΑ�ϱΎϫ�ΖϳΎγ�ϱΎ̡Ωέ�ϥΩϮΒϧ... 
΁�ί΍�ϭ�ϩΪη�ήϳί�ϱΎϫ�ΖϳΎγ�Ωέ΍ϭ�έΎϛ�Ϧϳ΍�ϱ΍ήΑ�έϭήϣ�ΖϬΟ�ΖϳΎγ�ϥ΁�έΩ�ΩϮΟϮϣ�έΎΑ�αέΩλϔ�ΕΎΤ�Ώϭ

ΪϴϨϛ�ϩΩΎϔΘγ΍ . �ϥϮ̩�ϲϳΎϫ�ϞϜΗϭή̡�ϭ�Ζγ΍�ΕϭΎϔΘϣ�Ϣϫ�ΎΑ�ϡ΍Ϊϛ�ήϫ�ϱΎϫ�ϲ̳̬ϳϭ�ϭ�ΕΎϣΪΧ�ϪΘΒϟ΍
HTTP,HTTPS,FTPΪϨϨϛ�ϲϧΎΒϴΘθ̡�Ζγ΍�ϦϜϤϣ�΍έ� .�ϦϴϨ̪Ϥϫ΍ϭΎΟ�ί΍�ϲϧΎΒϴΘθ̡�ΕΎϧΎϜϣ΍�ϪΑϝή̡�ϭ��ΰϴϧ�

ΪϴϨϛ�ϪΟϮΗ! 
 http://www.space.net.au/~thomas/quickbrowse.html  
 
 http://anonymouse.ws   
 
 http://www.secure-proxy.com                 
    

mco.anonymizer.www://http  

http://sdf.lonestar.org/
http://www.grex.org/
http://www.nxy.net/
http://www.shellyeah.org/
http://www.hobbiton.org/
http://www.freeshells.net/
http://www.ductape.net/
http://www.free.net.pl/
http://www.xox.pl/
http://www.iprotection.com/
http://www.coronus.com/
http://www.odd.org/
http://www.marmoset.net/
http://www.flame.org/
http://freeshells.net.pk/
http://www.linuxshell.org/
http://www.takiweb.com/
http://freeport.xenos.net/
http://free.bsdshell.net/
http://www.rootshell.be/
http://www.shellasylum.com/
http://www.daforest.org/
http://www.freedomshell.com/
http://www.luxadmin.org/
http://shellweb.net/
http://blekko.net/
http://www.space.net.au/~thomas/quickbrowse.html
http://anonymouse.ws
http://www.secure-proxy.com


 
lhtm.login/com.cloak-the.www://http 

  
html.quickbrowse/~thomas/au.net.space.www://http 

  
lhtm.anonwww/com.nonymouse://http 

  
net.proxyweb.www://http 

 
de.rewebber.www://http 

 
 com.cloak-the.www://http 

 
com.megaproxy.www://http 

 
 cgiproxy/tools/com.jmarshall.www://http 

 
com.proxify://https 

 
  
 

�ΏϮΧ�ϪηΎΑ�ϲϓΎϛ�ϥϮΗ΍ήΑ�ϢϨϛ�ήϜϓ�Ϫ̴ϳΩ.Ϧϳ΍�Ϧϣ�ϥΎΘγϭΩ�  �ϦϳΪϨ̩�ϲσ�ϲμΨη�ΕΎϴΑήΠΗ�αΎγ΍�ήΑ�ϭέ
�ϩέΎΑ�Ϧϳ΍�έΩ�΍έ�ΩϮΧ�Ε΍ΩΎϬϨθϴ̡�Ϊϴϧ΍ϮΘϴϣ�ϥΩΎϬϧ�Νέ΍�ΖϬΟ�ϲϣ΍ή̳�ϩΪϨϨϴΑ�ΎϤη�Ϫϛ�ϡ΍�ϩΩέϭ΁�ΖγΪΑ�ϝΎγ

ΪϴϨϛ�ϡϼϋ΍.  
 

 
�Ϧϳ΍�ΪηΎΒϧ�ϝΎϜη΍�ί΍�ϲϟΎΧ�Ζγ΍�ϦϜϤϣ�΍άϟ�ϩΩϮΒϧ�ϪϤΟήΗ�ΐϟΎτϣ�ˬ�έΩ�Ϧϣ�ϞϴϤϳ΍�ΎΑ�΍έ�Ύϫ�κϘϧ�Ϧϳ΍�Ύϔτϟ

�ΪϴϫΩ�έ΍ήϗ�ϥΎϳήΟ                 .ϡήϜθΘϣ 
 
 )�ϩΩΎϔΘγ΍�ΖϬΟ�Ύϫ�ϥΎΑί�ϲδϴϠ̴ϧ΍�ϪΑ�ϪϟΎϘϣ�Ϧϳ΍�ϪϤΟήΗ�ΖϬΟ�Ϊϧ΍�ϞϳΎϣ�Ϫϛ�ϲϧΎδϛ�ϡΪϨϤθϫ΍ϮΧ

ϲδϴϠ̴ϧ΍�ΪϨϫΩ�ϡΎΠϧ΍�έϮθϛ�ί΍�ΝέΎΧ�ϥΎΘγϭΩ�ϪΑ�̱έΰΑ�ϲΘϣΪΧ�ϭ�Ϊϧήϴ̴Α�αΎϤΗ�Ϧϣ�ΎΑ�( 

 !�ΎϣϦϴΑ ΩϮΑ�Ϣϴϫ΍ϮΧ�ϲϠϠϤϟ΍! 
  

pharaohhhh@hotmail.com                         PH@R@OH 
 
 

ΑαέΩ΁�ϪΑ�ΕϻΎϘϣ�ήϳΎγ�ΖϓΎϳέΩ�ϱ΍ήΑ�Ϧϣ�ϲΘϧήΘϨϳ΍�αέΩ΁�ϥΩϮΑ�ϲϜϴϣΎϨϳΩ�ΖϠϋ�Ϫ ΪϴϨϛ�ϪόΟ΍ήϣ�ήϳί�.  
 com.ev-simorgh.www  

�ήϳί�ϞϴϤϳ΍�αέΩ΁�ϪΑ�Ύϳ�ϭϭ�αΎϤΗ ϱΎοΎϘΗ�ωϮοϮϣ�ΎΑ�ϪϟΎϘϣ�Article �ΪϴϳΎϤϧ. 
com.hhh@hotmailpharaoh  

 
 

 

mailto:pharaohhhh@hotmail.com
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